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FIRST CHANGE

[bookmark: _Toc131529443]6.7.2	Procedure
[bookmark: _Toc131529444]6.7.2.1	General
This procedure describes the abstract procedure for the authorization of the local traffic offloading using HR PDU Session.
[bookmark: _Toc131529445]6.7.2.2	PDU Session establishment for supporting HR-SBO in VPLMN


Figure 6.7.2.2-1: Procedure for establishment of a PDU Session supporting HR-SBO in VPLMN
1.	During the registration procedure, the AMF receives the HR-SBO allowed indication per DNN/S-NSNAI from the UDM in the step 14b of the procedure in the clause 4.2.2.2.2 of TS 23.502 [3].
2.	During the PDU Session establishment procedure for Home-routed roaming as in clause 4.3.2.2.2 of TS 23.502 [3], if the AMF had received in SMF selection data from UDM the HR-SBO allowed indication for the DNN/S-NSSAI in the step 1, the AMF selects a V-SMF supporting HR-SBO and sends an HR-SBO allowed indication to the V-SMF in the step 2 and the step3a of the procedure in figure 4.3.2.2.2-1 in clause 4.3.2.2.2 of TS 23.502 [3].
Editor's note:	It is FFS how to route the DNS traffic between the UE and the V-EASDF where multiple DNN networks with the same IP address range are deployed in different HPLMNs or in the same HPLMN.
	If the V-SMF supporting the HR-SBO receives the HR-SBO allowed indication from AMF, the V-SMF may:
-	select UL-CL and PSA functionalities based on UE location information and this indication in the step 4 of the Figure 4.3.2.2.2-1 of TS 23.502 [3].
NOTE 1:	The UL-CL UPF and PSA UPF can be co-located in the single V-UPF.
-	select a V-EASDF,
-	obtain the V-EASDF IP address associated with the DNN, S-NSSAI, HPLMN ID based on local configuration, or invoke Neasdf_DNSContext_Create Request including the DNN, S-NSSAI, HPLMN ID and the UE IP address set to unspecified address as specified in clause 7.1.2.2 to obtain the V-EASDF IP address, and
-	send to the H-SMF the request for the establishment of the PDU Session supporting HR-SBO in VPLMN and the V-EASDF IP address to in the Nsmf_PDUSession_Create Request in the step 6 of the procedure in figure 4.3.2.2.2-1 in clause 4.3.2.2.2 of TS 23.502 [3].
	The H-SMF authorizes the request for HR-SBO based on SM subscription data (i.e. HR-SBO authorization indication) in the step 7 of the procedure in the clause 4.3.2.2.2-1 of TS 23.502 [3].
	Once the HR-SBO is authorized, the H-SMF requests and retrieves the optional VPLMN Specific Offloading Policy from H-PCF.
	If HR-SBO is authorized for the PDU session, the H-SMF provides in the Nsmf_PDUSession_Create Response in the step 13 of the procedure in figure 4.3.2.2.2-1 in clause 4.3.2.2.2 of TS 23.502 [3] with the following information:
-	optional VPLMN Specific Offloading Information
-	the V-EASDF IP address (corresponding to clause 6.7.2.3) or DNS server IP address of HPLMN (corresponding to clause 6.7.2.5) as DNS server address to be sent to the UE via PCO and
-	the DNS server address of HPLMN (to be used for DNS request queries related with traffic not to be subject to HR-SBO)
-	the HR-SBO authorization result (i.e. whether HR-SBO request is authorized or not).
	The H-SMF may indicate to the UE either that for the PDU Session the use of the EDC functionality is allowed or that for the PDU Session the use of the EDC functionality is required.
	If the request for HR-SBO is not authorized and DNS context has been created, the V-SMF delete the DNS context from the selected V-EASDF, and the subsequent steps related to the EASDF in this procedure are skipped.
	The detailed information of VPLMN Specific Offloading Policy is described in clause 6.4 of TS 23.503 [4].
NOTE:	The VPLMN Specific Offloading Policy can be prior configured in HPLMN based on the service level agreement between the VPLMN and HPLMN.
Except when explicitly indicated, the rest of the procedure assumes that the H-SMF has granted HR-SBO authorization and has provided VPLMN Specific Offloading Information
3.	The V-SMF may, after the step13 of the procedure in the clause 4.3.2.2.2-1 of TS 23.502 [3], and if VPLMN specific offloading authorization information has been received from H-SMF in this step, 
-	configure the V-UPF and V-EASDF to support DNS query and/or DNS responses forwarding between the V-UPF, V-EASDF and (when needed) the HPLMN DNS server. This is defined in clause 6.7.2.3. 
-	configures the V-EASDF with the DNS handling rules using the received VPLMN specific offloading policy and may configure the V-EASDF with the DNS server address of HPLMN as default DNS server, after the step 13 of the procedure in figure 4.3.2.2.2-1 in clause 4.3.2.2.2 of TS 23.502 [3] if they are received from H-SMF in the step 2.
	If the V-SMF has interacted with the V-EASDF in step 2, then the V-SMF invokes Neasdf_DNSContext_Update Request including UE IP address to complete the configuration of the context in the V-EASDF.
	The V-SMF configures the V-UPF selected in the step 2 to forward DNS messages to V-EASDF.
4A.	EAS Discovery procedure with V-EASDF is performed as described in clause 6.7.2.3.
4B.	EAS Discovery procedure with Local DNS Server/Resolver is performed as described in clause 6.7.2.4.
4C.	EAS discovery procedure with V-EASDF using IP replacement mechanism as described in clause 6.7.2.5.
Editor's note:	It is FFS if and how DNS with security (i.e. DNSSEC, DoT and DoH) can be supported when using IP replacement (step 4C and step 1b of clause 6.7.2.3).

[bookmark: _Toc131529446]6.7.2.3	EAS Discovery Procedure with V-EASDF for HR-SBO
6.7.2.3.1	Overall Procedure


Figure 6.7.2.3-1: Procedure for EAS Discovery with V-EASDF for HR-SBO roaming scenario
1.	The DNS query sent by the UE reaches the V-EASDF via an UPF controlled by the V-SMF.
	If, based on DNS message handling rules received from V-SMF, the V-EASDF detects that the target FQDN of the DNS query needs to be sent to the HPLMN DNS server (as the target FQDNis not part of the FQDN authorized by the H-SMF in step 2 of Figure 6.7.2.2-1) , a) or b) will be performed:the DNS query is forwarded as defined in clause 6.7.2.3.2.
a)	The V-EASDF proceeds to step 12 of Figure 6.2.3.2.2-1 where it sends the DNS request to the DNS server address of HPLMN received in step 2 of Figure 6.7.2.2-1 (to be used for DNS requests related with traffic not to be subject to HR-SBO) through N6. Upon receiving the DNS response, the procedure proceeds immediately to step 5.

b)	The UL CL/BP UPF sends the DNS request to the DNS server address of HPLMN via V-UPF (if exists) and H-UPF (through N9), by modifying the packet's destination IP address (corresponding to V-EASDF) to that of the DNS server of HPLMN
Editor's note:	It is FFS how to route the DNS traffic between the V-EASDF and HPLMN DNS server when the HPLMN DNS is deployed in a private IP address range.
	The rest of the procedure assumes the target FQDN of the DNS query is part of the FQDN authorized by the H-SMF in step 2 of Figure 6.7.2.2-1.
2.	The step 8 to 15 of the procedure in the Figure 6.2.3.2.2-1 by replacing SMF and EASDF with V-SMF and V-EASDF respectively.
3.	The V-SMF selects UL CL/BP and local PSA in VPLMN based on the V-EASDF notification and UE location. The V-SMF may perform insertion or change of UL CL/BP and local PSA in VPLMN .
Editor's note:	It is FFS how the VPLMN Specific Offloading Information is used by V-SMF in VPLMN.
Editor's note:	How to retrieve QoS parameter from HPLMN to control local PSA is FFS.
	If there is no other V-UPF between the selected UL CL/BP in this step and H-UPF, the V-SMF sets up user plane between this UL CL/BP and H-UPF via the interaction with H-SMF. Otherwise, the V-SMF sets up user plane between this ULCL/BP and the existing V-UPF.
The V-SMF sets up user plane between the selected UL CL/BP in this step and RAN (if no other V-UPF exists between RAN and this UL CL/BP) or the V-UPF (if exists between this UL CL/BP and RAN).
NOTE:	In the home routed roaming scenario, the V-UPF can be deployed at a central area within VPLMN. In this case, the V-UPF is located in the user plane path between ULCL/BP UPF in VPLMN and PSA-UPF in HPLMN. In some deployments, the ULCL/BP UPF can be collocated with the V-UPF.
4.	The steps 17 to 18 of the procedure in clause 6.2.3.2.2 by replacing SMF and EASDF with V-SMF and V-EASDF respectively.
5.	The V-EASDF sends the DNS Response to the UE as defined in clause 6.7.2.3.2.

6.7.2.3.2	Forwarding of DNS traffic
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Figure 6.7.2.3.2-1: Usage of private IP addressing
Following tunnels may be established by the V-SMF between the V-EASDF and V-UPF(s) of the PDU Session
· A tunnel for UL DNS network traffic not subject to HR-SBO (for injection by V-EASDF towards the HPLMN DNS server of UL DNS requests not subject to HR-SBO)
· A tunnel for DL DNS network traffic not subject to HR-SBO 
· A tunnel for DL DNS traffic towards the UE (for injection by V-EASDF of DL DNS responses towards the UE)
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 Figure 6.7.2.3.2-1: Usage tunnels to forward DNS traffic between VPLMn and HPLMN in HR-SBO case

NOTE: the description below assumes a single UPF (V-UPF) interfaces both the V-EASDF and the HPLMN 
A DNS query sent by UE(s) to the EASDF does not need tunnelling between the V-UPF and the V-EASDF as the traffic is routed based on the IP destination address being the V-EASDF IP address but may need to reach different V-EASDF IP addresses for different DNN(s) as different DNN(s) of the same or different PLMN(s) may have overlapping UE IP addresses. 
If, based on DNS message handling rules received from V-SMF, the V-EASDF detects that the DNS query needs to be sent to the HPLMN DNS server (as the target FQDN is not part of the FQDN authorized by the H-SMF in step 2 of Figure 6.7.2.2-1) the DNS query is propagated to the HPLMN DNS server as follows:
-	The V-EASDF sends the DNS query to the DNS server of the HPLMN using as source IP address the IP address of the UE and as destination IP address the IP address of the HPLMN DNS server. The V-EASDF may invoke DNS security towards the HPLMN DNS server.
	The DNS query is sent to a V-UPF of the PDU Session on a tunnel for UL DNS network traffic not subject to HR-SBO. The tunnel parameters have been configured on the V-EASDF in step 3 of Figure 6.7.2.2-1 and as specified below.
NOTE 1: UL DNS queriess (targeting the HPLMN DNS server) sent by the V-EASDF towards a V-UPF need to be sent in a tunnel as their destination address is that of the HPLMN DNS server i.e. a possibly private IP of the HPLMN. These DNS queries have their source IP address equal to that of the UE in order to pass any source address validation control at the UPF(s) of the HPLMN and in order to ensure that the DNS response from the HPLMN DNS server can be routed to the PDU session of the UE by the PSA UPF in HPLMN
· The V-UPF, as configured in step 3 of Figure 6.7.2.2-1 and as specified below, forwards the DNS query over the User Plane path of the PDU Session towards the H-UPF. 
· The PSA UPF in HPLMN forwards the DNS query towards the HPLMN DNS server that processes it and builds a DNS response targeting the IP address of the UE. Based on N6 forwarding and HPLMN PSA UPF forwarding, the DNS response is forwarded back over the User Plane path of the PDU Session (including the inter PLMN N9 GTP-u tunnel) towards the V-UPF.
NOTE 2:	This means that DNS query /responses targeting FQDN not allowed for HR-SBO are handled as genuine HR traffic which is just relayed by UPF(s) in the VPLMN and the HPLMN between the V-UPF and the HPLMN DNS Server. Such traffic a) can correspond to a HPLMN private address of the HPLMN DNS server and b) can be subject of the user Plane PLMN security policies enforced by IPUPS deployed at the border of the PLMN(s).
· The V-UPF forwards the DL DNS response (from the HPLMN DNS server) on the tunnel for DL DNS network traffic not subject to HR-SBO towards the V-EASDF. 
· The V-EASDF, after having enforced any DNS security termination towards the UE such as related with DoT, sends the DNS Response to the UE on a tunnel for DL DNS traffic towards the UE to a V-UPF of the PDU Session.
NOTE 3:	 A tunnel for DL DNS traffic towards the UE is needed as the traffic targets the possibly private IP address of the UE (belonging to HPLMN private IP address space).  
·  As instructed by the V-SMF in step 3 of clause 6.7.2.2 and as described below the V-UPF determines the corresponding GTP-U Tunnel towards the UE 



The V-SMF may, at step 3 of Figure 6.7.2.2-1, configure V-UPF(s) of the PDU Session and the V-EASDF to support DNS query and/or DNS responses forwarding between the UE, V-UPF, V-EASDF and the HPLMN DNS server (when needed) as follows: the V-SMF may
-	About the tunnel for UL DNS network traffic not subject to HR-SBO
-	request an UL tunnel identifier from a V-UPF of the PDU Session and configure this V-UPF for forwarding the traffic received on this tunnel towards the N9 tunnel of the PDU Session towards the HPLMN
-	configure the V-EASDF to send UL DNS queries related with a UE context towards the V-UPF onto this tunnel for UL DNS network traffic not subject to HR-SBO 
NOTE 4: 	V-UPF forwarding from the the tunnel for UL DNS network traffic not subject to HR-SBO towards the N9 tunnel of the PDU Session towards the HPLMN reuses existing FAR rules
· About the tunnel for DL DNS network traffic towards the UE
-	request a DL tunnel identifier from a V-UPF of the PDU Session and configure this V-UPF for forwarding of the traffic received on this tunnel towards the N3/N9 tunnel of the PDU Session towards the UE
-	configure the V-EASDF to send DL DNS Responses targeting the UE IP address towards the V-UPF onto the tunnel for DL DNS traffic towards the UE 
NOTE 5: 	V-UPF forwarding from the the tunnel for DL DNS traffic towards the UE towards the N9 tunnel of the PDU Session towards the UE reuses existing FAR rules

· About the tunnel for DL DNS network traffic not subject to HR-SBO
-	request a DL tunnel identifier from the V-EASDF for the EASDF session related with the UE
-	configure a V-UPF of the PDU Session to forward DL DNS response towards the V-EASDF onto the tunnel for DL DNS network traffic not subject to HR-SBO based on the N9 tunnel and on the source IP address of the HPLMN DNS server.
NOTE 6: 	V-UPF forwarding from the the N9 tunnel of the PDU Session towards the tunnel for DL DNS network traffic not subject to HR-SBO reuses existing FAR rules. A new EASDF capability is needed to allocate  a DL tunnel identifier and associate it to the EASDF session related with the UE
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Summary of change:  Remove the         “ Editor’s note: It is FFS how to route the DNS  traffic between the UE and the  V - EASDF where multiple DNN networks with the same IP address range are  deployed in different HPLMNs or in the same HPLMN. ”           by       V - EASDF assigns the V - EASDF IP address associated with the  H PLMN ID.          definition of necessary tunnels needed to forward  DNS  traffic  between UE, V - EASDF and HDNS server   (via  the inter  PLMN   N9   t unnel  of the PDU Session)    

  

Consequences if not  approved:  HR - SBO PDU sessions c annot be   supported  

  

Clauses affected:  6.7.2.2.  ;  6.7.2.3 ,  6.7.2.3.1 (new)   and  6.7.2.3. 2   (new)  
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Other specs   X    Other core specifications     

affected:   X    Test specifications   

(show related CRs)   X    O&M Specifications   

  

